Wordpress
Adding .htpasswd to Wordpress Logins

This is a best practice modification - wordpress is such a commonly used CMS, it is targeted
very frequently for brute force logins, sql injections etc.

One of the best ways that we have seen to simply prevent server load that can be caused by a
bot hitting the login and xmlrpc pages over and over, is to place an httpd auth in front of it.

Create a password protected directory, user/pass in cpanel. You can also do this manually, just
modify paths below.

Then, in your .htaccess in the root of your wordpress installation: This will create a secondary
login that you must pass, in order to even see the wordpress login pages. This is useful for
wordpress sites that have only a few administrators, and no public logins.

Err or Docunent 401 " Deni ed"
Err or Docunent 403 " Deni ed"

<Fi | esMat ch "wp- | ogi n. php| xm r pc. php" >

Aut hNane " Aut hori zed Only"

Aut hUser Fil e "/ hone/ cpanel user/. ht passwds/ public_htm / passwd”
Aut hType Basi c

require valid-user

</ Fi | esivat ch>

<Files 403.shtm >
order all ow, deny
allow fromall
</Files>
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